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Introduction

This Blueprint foSmart Public Safeiw Connected Communities originatédm the Global City Teams
ChallenggGCTC3ponsored by the National Institute of Standards and Tedgy(NIST). GCT@Cuses

on spurring the community adoption of smart city technologies to stiieecomplexchallengegaced by
modern, connected communitiesh& Public Safety SuperClusigione of six initial SuperClusters of city
technology teams, andeeks to addresshis fundamental question: From a whetd-community
perspective, what is the contribution of technology developers, reseas; and communities to ensuring

the safety and security of modern societies, and how is it to be pursued now and into the ftuee?
primary audiences for thiBlueprint are community leaders, emergency planners, and technology
decisionmakers in the broad area of public safety. It is also aimed at technologists and researchers
seeking to develop effective solutions that meet statdeler needs.

Blueprint Purpose and Organization

ThisBlueprint for SmarPublic Safety for Connected Communitsea guide for cities to identifyassess,
develop, and applgutting edge technologies the challenges of public safetyadvanced, complexand

AAAAA

technologically integrated communitiesrad { Y NI 9 / 2y ySOGSR / 2YYdzyAGASEE
ThisBlueprintis organized around the following four Focus Ateaslerthe scope opublic safety

1 Public Safety& Response; Coordination of emergenayperaions among responder agencies
(e.g. firefighting, emergency naical services, emergency management, search and rescue, and
law enforcement)

1 Emergency Managemerand Preparednesg Coordination of local, regional, and federal
agencies and resourcesross theaditional emergency managemeaycle(Prevention,
Praection, Mitigation, Response, Recovery

1 Disaster Recovery Integration ofpolicy and sociakconomic, and behavioral dimensions,
including continuity of governancask communiations disaster planning, preparedness, and
recovery service® the challenge of postlisaster community recoverand

9 City Resilience Application of advanced and emerging technologieth® broader challenges
of community resilience, environmental mitoring, public health, angeneralsustainment of
quality of lifeand social cohesiveness and identity

Each sectioraddressesspecific requirements that determé the approach for technologyesearch,
development, testing, and evaluation (RDT&E), as well dmtdogy applications and systems relevant
to the individual Focus Ares These contribute to the goal of smart public safety implementation
addressed in Section V. Finatlye last sectioraddresses next steder communities and for the Public
Safety SuprCluster, itselfTheBlueprintis therefore intended to also senas the charter for an ongoing
public-private partnership (PPR) bring together member commmities, technology developers, research

1Focus Areas weridentified during the initial Public Safety SuperCluster Working Group meeting in October 2016 and defined
through Working Group sessions in early 2017.
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laboratories, and endisers to identify challenges amifine requirements for public safety in S&CC and
share best practices, concepts of operations, and form pilot studies for technology test and evaluation.

Background an#iistoryof the Public Safetinitiative

The initiative for Smart Public Safety in Gmtted Communities is a collaboration among -tiased
technology development teams dedicated to addressing current and futurdecigals in public safety

within S&CCThis nitiative originated fronthe NISTsponsored Global City Teams Challeriggablised

in 2014,GCTGerves as a platform folocal government agencies and technology providers to identify
solutionsto vexing municipal problems through the deploymentsofart citytechnologyapplications.

The GCTC smprised of geographically focus@tl Ol A 2 y  frofn ditiesiaSrokkthe U.S.and the

world. Itsgoal is tospurcollaboration among innovative local governments and agencies, nonprofits, and
private companies to overcome challenges and develop solutions with leaders in the Smart City and
Internet of Things (IoT) fields. Through participation in the GCTC, companies, universities, and nonprofits
showcase their technologies to potential customers or partners and collaborate with local government
leaders andechnologydevelopers to deploy terconnected solutionsthuscontributingéi 2 b L{ ¢ Q&4 ST ¥
to develop technical standarder 0T and S&CC.

In October2016, the GTC organized Action Clusters ifto a S 2 F & padedISndfedifidza G S NA& £
community services and mission areas. The Public Safety SuperCluster (PSSC) wastfotheedoal of

identifying technologies, processeand stategies from among GCTC membiergnhancepublic safety,
emergencypreparedness angnanagement, gasterrecovery and community resiliencelhet { { / Qa

initial goabwereto:

1. Develop, integrateand pilot technology applicationand test new operational conceptsnd
employment methods in collaboration with first responders, public safetgiaffi and
government agenciesnd

2. Improvedisastermpreparednesstesponse and recovegnd improve overall community
resilience against theazards ad risks that threaten modern societies

In addition, the PSSC aimdimprove policies ad procedures for irggratingadvanced communications
methods and decision systems to enhance interagency plansitugtional awarenesgnd coordination
of resources withirS&CCThe PSSC focusegecific attention on the integration of current andtdire
technologies (clod computing big data analytics, mobilonnectivityand sociahetworking), as well as
innovation accelerators required to deliver outcomesg(, Internet of ThingsldT) and cognitive
technologie$ required to digitally transform public safety, atwl build resilience and sustainability into
the technology ecosystetat comprisesS&CC

Currently few formal venues or opportunities exir collaboration between technology researchers and
developers, public safety agencies and professionals, arad gmvernment officials and community
leaders where capability gaps and priorities for public safety, resilierasel sustainability can be
discussed and potential technology solutions identifiedr&bver, the trend towards&CE€ coupled with
dramatic chang in hazards and threats to complex, urban societiagyues for a standing organization
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and framework for identifyingnnovativepublic safety technologies, strategies, and capabilities within a
fully collaborative, mui-disciplinary environment. To thand, this initiative aimgo form an enduring
PPPto build capacity in interdisciplinary, integrative research ublr safety technologieacross a
coalition of public safety officials, private sector developers, university researchers, community
stakehdders, and geernment agencieso examine innovative conceptdat enhance public safety,
community resilienceand urban sustainability. Thiitiative has four objectives:

1. ldentify capability gaps and national challenges in public safety that existthgaturing
research projects among GCTC member commuratiestechnology firmsan address

2. Establish a forum for nurturing integrated, mudisciplinary research in public safety strategies
and technologiesvith input from first respondersemergencyplanners and community leaders

3. ldentify opportunities tocollaborate with state, @aunty, and municipal partner® define
requirements and validate approaches for enhancing community resilience and responding to
andrecovering from disasters and cigihergenciesand

4. Identify opportunities for supportinggrograms inScience, Technology, Engineering and Math
(STEMeducatior engagingstudentsand emerging scierdfs and professionals to nurtuthe
next generation of researchers, technolstgi, and pratitioners dedicated to research and
technology development in the interest of public safety.

The immediate goal is to increase awareness of emerging technology applications and enhance
opportunities for collaboration among GCTC member communities and $&@ers in the areas of
public safety, security, and resilienc®ore broadly, this initiative servess a dedicated forum for
information shaing to advancestate-of-the-art, public safetyrelated technologie and concepts. The
initiative will encompastechnological, social, and security dimensions of public safety enhancements and
determine requirements for both cognitive and coltahtive infrastructures, broadeawareness and
expandknowledgeof technology developmentanddisseminateutcomes throut) GCTC, S&CADd the
public safety communitylt will serve as a repository of current best practices in Smart Public Safety, and
support the expansion of this concept@ther communities in théJ.S.and internationally

| R 2 LJO Wkole CommanityApproachto Public
Safety

The starting point for Smart Public Safety in S&CC is recognition that emergency preparedness, response,
YR NBO2 @S NEof-QR2aY Y Htzy Adi@ke2 t RBalLlR2yaArAoAf Ade 0K Ayl
technologies, talent and leaderghfrom across government and public sector agencies, first responders

and emergency management, privately held utilities and services, commentiaés, local leadership,

and residents Traditionally, public safety has beénK S R2 Yl Ay 2F (NI} Ay SR LINRFS:
enforcement and other first responders, emergency management agencies;raioal infrastructure

providers and operatorssuch as electrical power companies and public works and transportation
agenciesPlanning, training, exercising, and preparedness has fallen on those agencies afstpeairt

professional preparation fancident responseln theU.S, in the wake of the 9/11 terrorist attacks and
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Hurricane Katrina, the Federal Emergency Managemeehé&g(FEMA) developed formal doctrine for
emergency and disaster response under an Incident Command System (ICS) and then incorporated this
into the National Incident Management System (NIMS) to standardize emergency operations and
establish a framework focoordination among responderanits, and jurisdictions andupport mutual
assistance.

Coordination with the civil population, however, had been largely confined to exercises involving
segments of local government agencies and leadership, and the occasionaiofalue scenariebased
exercise involving support from local community groupsually in the role of victims or casualties for
the benefit of training professional first responders, emergency managers and elected officials.

More recently, it has been widely acknowledged that disaster response, as well as preparedness and
recovery, ivolves the entire civil population of a communifihis has led to the emergence of the whole
of-community strategy for disaster and emergency managerhant publication by FEMA ard.S.
Department of Homeland Security (DHS) of the National PreparedBess (2015), the National
Mitigation Framework (2016), and the National Disaster Recovery Framework (2016) that emphasize
whole community responsibility for disaster planning, preparedness, and response. This perspective of
the collective responsibility isot limited to disaster and emergency management agencies, but is also
seen in theU.S.Department of Justice Community Oriented Policing Services (COPS) program, which
engages the public through community outreach, engagement, and education to improvautty
security and safety and to improve policemmunity relations.Figurel shows a federal view of the roles

and resources that the whole of community approaeipublic safety can engage.

Figurel: Composition of the Whole Community (DHS National Mitigation Framework, 2016)

Private
Sector

State, Tribal, Nongovernmental

Territorial, and Organizations
Insular Area
Individuals,
Families, and
Households

2FEMA FDG@04-0081, 2011. A Whole Community Approach to Emergency Management. 2016.DAldo. K| Y 5&® a2 S | NEB
CANBG wSaLRyRSNEZI¢é LyidSNIAS AtartidMagaZifea3!Sep2B8.A YA a G NI 6§2NE / NI A 3
https://www.theatlantic.com/national/archive/2015/09/weare-all-first-responders/402146/

3U.S. Department of Justice. Community Oriented Policing Serfattes//cops.usdoj.gov/Default.asp?ltem=34
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Envisioning &mart Publi&afetyEcosystem

A significant aspect of the Smart Public Safety Initiative ehaster and composition as a PPP dedicated
to requirements definition and technology developnt acrosghe entire public safety sectornot simply

for coordinating disaster response and recovery operatidnsrelation to the whole-of-community
approach todisaster managementhe concept of thePPPhascome to mearthe formalization of the
need to sharanformation and resources between public sector agencies and private sector businesses
and nonprofits as adforce multiplieg for local or regionatlisaser preparedness, prevention, response
and recovery In the context of Smart Public Safety, however, the®P&P N ihcfidesiderifging
challenges and requirements arapplying new technologies that are jointly designed, developed,
prototyped, and fidded by a partnership of technologyrmhs, research centers (including university,
commercial, andjovernment affiliateccenter9, government agencies, first responder groups, and public
service enelsers.

In the daily management of Blic Safety Incidentsa wide range gbersonnel, agencies, and resourées
often involved in the response to a criticalcident. Figure2 showsthe numerous resources, agencies,
and participantsresponsible for implementing communitywide Smart Public SafetylThe center
represents theprimary First Responder communifiaw enforcement,fire/search &rescuehazmatand
BMS and 9-1-1 calttaker/dispatch centers.Surroundig these first responder agencies, lead and
supportingagenciegrovide specific technical capabilities and services duimgncdent. At the outer-
mostring, extended emergency enterprise ganizationgnay havesupporting roles andesponsibilities
at times during incident management

Figure2: Entities and organizations with responsibility for Public Safety
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Shelters - Companies
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A fundamental principléor technology development in the public safety arena is the value ofasmbr
multi-purpose technology applications that public safety can leverage both during normal operations
6a.fPsS 5Fr2aé0v yR SYSNHSY GE| & N3 TRE\ apgraadh ® Nait publidzl G A 2 v
safety is coseffective and facilitates efficient operations because users are already familiar with systems

from daily use that they will apply during a crisis.

The capabilities expected of the Smart Public Safety solutiocht upon three key areas:

1 Improved safety and situational awarenessfiost responders,ncidentcommand, local
authorities and governance (to include community leadership);

1 Enhanced collaboration between agencies to enable the wAudleommunity appoach to
planning,preparednessresponse and recoveryand

1 Missioneffectiveness, defined as the efficient employment of resources involving all responsible
agencies oprganizationsacross the full spectrum of emergency or disaster management.

Definng PSSEocus Areas and Scope

In March 2017, thé’SSQonducteda series obnline surveysand held a two-day workshopamoryg its

member communitiego determine the PSSC scoped focus Participants identifiedour FocusAreas

(Public Safety & Response, Emergency Management, Disaster Recovery, and City Resilience), each with
distinct characteristicand sgcific technology requirementgget alsosharing elements such as use cases,

services, users, and education and training apnities (Hgure 3). The exercisenabled PSSC Action

/] tdzZAGSNER G2 ARSYGAFe |y aSyidNER Leharyévéloped 20 A Y RA O,
developmentto solve specific local problems in public safety. Collaboration amoi&§C Rember
communities alsohelped identifyopportunities to apply individugkechnologies acros®€Eusareas.

Figure3: PSSC Organizationausture for Smart Public Safety
Public Safety Super Cluster (PSSC) Focus Areas

Public Safety Emergency Disaster City
& Response Management Recovery Resilience

a.Cluster specific
b.Across clusters

Action elusters Action clusters Action elusters Action clusters

Use cases - per Focus Area and across ... state requirements

Services = per Focus Area and across = Cybersecurity, surveillance, data integration, social
communications, mobile platforms...

Audiences - per Focus Area and across [i.e. citywide IT) and specific (i.e. public safety response,
emergency preparedness agencies, EOC, etc.)= IT organizations supporting verticals

Education-Training-Mentorship for Next Generation
Mul‘l—disciplinanr team development, replicability in research efforts...

10



Blueprint for Smart Public Safety in Connected Communities August 2017

The R A I 3 Nrudfuleserved as therocess guide foPSSC Action Clustéesdesignand organizean
approach toSmart Public Safetthat evolved into thiBlueprint Elements of the process inclutle

1 Participation ofGCTC ActionsuBters that formed the originahembersip of the PSSCalong
with their individual city-based technology solutions

1 Development of aeries of useases incident scenarios, and technologquirementsthat
served as frames of reference or context for the PSSC Action Clisgter&ppendix ¢)

1 Identification of he emergency andommunity ®rvices that apply across each Focus#®

9 Stakeholder input from adiences agenciesand participating actorsnvolved incommunity
Public Safety

1 Recognition of the need fordeication,training, and nmentoringinitiativesthat are directed
toward Smart Public Safety

The two arrows on either side of the diagram indicate that the PSSC Blueprint is based on prasting
technologiedor public safety as well ashose that define owill addressuture needs, requirements, or
solutions.

Inthe March 2017PSS@orkshop, eachdtus Aeateamwas given a part task:

91 Definethe Focus Area Scope Statement, Mission Statén@ad Focus Area goals; and
1 Identifydepartments within public safety agencies, components of those departments, cagnifi
city requirementsand existing resourcas meet those goals

Teams therdescribel best practices and guidelines theity agencies can use to plan for and implement
I & { YFANGI {tld#FoS i within aksgletificdglon) do@rBunity ojurisdicton.

As an examplesome capability gaps described ihis Hueprint are associated with the inabilityf
agencies or organizatiorts access broadband services agdin criticalsituational awareness during
emergenciesLack of interoperability betweefirst responders is a fundamental capability gamdis
often a consequence of inadequadecess to the technology that enables mission critical interoperable
broadband communications in-field sensotbased data capture, rediime data analytics to analyzaid
data, and visualization solutions that most expeditiously provide that information back out to incident
command and affected stakeholder groups. Tdek of timely and sufficient incident dataor the ability

to transmit and receive that datais acapability gap that contributes to suboptimal situational awareness
at the Incident Command Post or Emergency Operations Center).(E@for capability gaps during
emergencies aaoften be traced to a common issuénadequate access to applications, shdrea
information, and timely actionable intelligence due to the lack of a dedicated-gged data network to
make the information accessibl&mart Public Safetgolutions that address the needs for new or
advanced technologiesagency policies oenhancel Standard Operating Procedureand integrated
training betweenpersonnel involved in the activities of the folocus Areaglentified by the PSS€n
play a key role in resolviribese gaps

11
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|. Public Safgt& Response

This section addresses technologgquirements definition, development, and deployment among
traditional public safety and first responder agencigmlice and fire, EMS, search and rescue, and
emergency management, particularly as employed in EOCs. These agencies and services chestitute t
inner ring of Figure 1 on pade

After identifying @ganizations involved in daily public safety incidermagement, this section provides
an overview ofU.S.models forbest practices. Tatrengthenconsistencyat the local, city, state, and
national levelsoperating best practicanustbe implemented consistentlgt each leveto assisincident
commandcenters,incidentcommanders andirst respondersfom law enforcement,fire, EMSand 91-

1 Public Safety Answering Po{RISAPgenters responsible for successful incident response.

This section also provides input from the March 2017 PSSC Workshop, in which participants identified key
requirements, resurces, and guidelines for cities to effectively adopt smart technology in public safety
and response.

Key Characteristics

Public safety and response agencies have specific advantages and limitations for adopting new and
particularly cuttingedge technologsFactors influencing decisions to adopt new technologiekide:

1 Longstanding organizational histories, culture, and ethos, and a formalized operational doctrine
within individual agencies and collectively through the NIMS/ICS structure;

1 Specific techical and professional skills and a facility with integrating and deploying tested
technologies and systems that add value to mission accomplishment;

1 Demands and requirements for 24x7 readiness for emergency response that limit the ability to
conduct operéional test and evaluation, and customarily remove operating teams and
management from direct involvement in research and development of new systems; and

1 Aninstitutional bias toward incremental improvements in tested and deployed systems, rather
than adopion of cutting edge technologies that could require technical and doctrinal change.
CKA& A& |y dzyRSNEGFIYRFIO6ES NBadzZ d 2F GKS&S F3Sy
limited budgets that are directed to covering operational and contingencyscost

Priorities for technology solutions are focused on safety of individual responders and protection of mission
effectiveness, communications interoperability between responder agencies, enhancing situational

awareness between field units, incident commandl &0Cs, and improving decisimaking based on
reaktime access and processing of data and situational reporting.

12
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U.SModels for Public Safety Response

Public safety officials andr$t responders such asEMS, firerescue personnel, and law enforcement
officerst need to share vital data or voice information across disciplines and jurisdictions to successfully
respond to dayto-day incidents and largecale emergencies. Many people assume that emergency
response agencies across thation are alreadyechnologicallyinteroperable. However, irst responders

often cannot talk to some parts of their own agenaidst alone communicate with agencies in
neighboring cities, counties, or states.

Tohelp address issuein interoperabilityand incident managementhe U.S.Department of Homeland
Security (BI§ has developed tools such as the Interoperability Continudational Incident
Management System (NIM)nd Incident Command System (IG&hich supporthe founcation for a
G{YFNI tdzofAO { | FEMABas defingd BilNEBNIShE dubpdriing tfaimingof the ICS
as a proposed national guideline for consistepierational implementation for public safety incident
management.

Interoperability Continuum

Developed with practitioner input bPH®2& { ! C9/ ha LINRINIF YI K $olflisy i SNEB LIS
designed to assist emergency response agencies and policy makers toyifiemtifitical successtreams

that must bematuredto achieve a sophisticated interoperability solution: governance, SOPs, technology

(both voice and data)training and exercises, and usage of interoperagemunications. Jurisdictions

across thenation can use theool to track progress in strengthergninteroperable communications.

Figure 4 provides a depiction of the Interoperability Continuum.

To drive progress along the figgeamsof the InteroperabilityContinuum, emergency responders should
observe the followingrinciples

1 Gain leadership comitment from all disciplines (e.g., EMS, fiescue response, and law
enforcement

Devise the appropriate governance arrangements;

Foster collaboration across disciplines through leadership support

Interface with policy makers to gain leadership commitinamd resource support

Use interoperability solutions regularly

Plan and budget for ongoing updates to systems, procedures, and documentatidn

1 Ensure collaboration and coordination acrtiss continuum

Interoperability is a multdimensional chalg 3S® ¢2 3JIFAYy | GNHzS LAOGdzNB 27
progress in each of the five intelependent elements must be considered. For example, when a region

=A =4 =4 =4 =9

4 https://www.fema.gov/nationatincidentmanagementsystem
5 https://training.fema.gov/emiweb/is/icsresource/trainingmaterials.htm
6 https://www.dhs.gov/publication/interoperability
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procures new equipment, that region should plan and conduct training and exercises to mafesthe
use of that equipment.

Figured: Public Safety Interaggpability Continuung Maturity Levels

Individual Agencies Informal Key Multi-Discipline
Working Coordination Staff Collaboration
Independently Between Agencies on a Regular Basis

Individual Regional Set of

Joint SOPs Joint SOPs S Management
Asggsgy for Planned Events for Emergencies Commslgup(;atlons System
DATA Swap Common
o Applications | |\ SERlieatiuneoy
VOICE Swap
ELEMENTS  Radios Calesy

General Single Agency
Orientation on Tabletop Exercises
Equipment and for Key Field and
Applications Support Staff

Planned Events Emergency

with Minimal Investment in the Sustainability of Systems and Documentation

High Degree of Leadership, Planning, and Collaboration Among Areas with
Commitment to and Investment in the Sustainability of Systems and Documentation

Eg &
Limited Leadership, Planning, and Collaboration Among Areas

h LJGA YT § AYGSNRBLISNIoAfAGE Aa O2y Ay 3 Inteiopedbylity | y | IS
Continuum is designed as a guide for jurisdictions pursuing a new interoperability solution based on
changing needs or additional resourc€sie important factor to note about the continuum is that while
organizations mature accordingly from left to righteach stream, for many agencies the third level in

any given stream could be its desired estdte. More in-depth information on the Interoperability

Continuum Elementss located at:https://www.dhs.gov/publication/interoperability.

Incident Management

While thelnteroperability Continuunassistaigenciesn assesmgtheir respective maturity in establishing
communications and collaboration among muisciplirary teams NMS provides a flexible but
standardized set opractices to manage inciderttsvith emphasis on common principles, a consistent
approach to operational structures and supporting mechanisms, and an integrated approach to resource
management.

NIMS is a systematic, proaa approach to guide departments and agencies at all levels of government,
nongovernmental organizations, and the private sector to work together seamlessly and manage
incidents involving all threats arfthzards regardless of cause, size, location, or pdexityt to reduce
lossof life, property and harm to the environment. NIMS is the essential foundation taN#i®nal
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Preparedness System (NR8Y provides the template for the managemaesftincidents and operations
in support of all five Nation&lanning Frameworks.

Incident Command and Operations

Within NIMS,ICS is a management systerthat enables effective and efficient domestic incident
management by integrating a combination of facilities, equipment, personnel, procedures, and
communications operating within @mmon organizational structure (see

Figure5). ICS is normally structured to facilitate activities in five major functional areas: command,
operations, planning, logisticsntelligence and investigations,and finance and administrationThis
fundamental form of managemenenabks incident managers to identify the key concerns associated
with the incident often under urgent conditions without sacrificing attention to any component of the
command system.

Figure5 offers a suggested guideline for an organizational structure thath public safety gency
involved in mission critical incident managemestiould implement There is not necessarily one
department for each of the blocks below, but in most implementations, several organizational functions
may beperformedby one department or even one individual.

Figure5: FEMA Common Incident Comrda@rganizational Structure

Incident Commander

Public Information Liaison
Officer Officer
Safety u
Officer
| 1 | 1
Operations Section Planning Section Logistics Section Finance/Admin.
Section
I I Resources Demob. Service J_ Support Time Compensation
AIrOps Unit Unit Branch Branch Unit Claims Unit
Branches Branch T I
Situation Doc. Procurement Cost
|_I_| Unit Unit J Commun. Supply 1 Unit Unit
Unit Unit
Divisions Groups
Medical Facilities
Unit Unit
Strike Team
Ground
Food
Task Force - i Support
unit Unit

Single Resource ﬂ

7 https://www.fema.gov/incidentcommandsystemresources
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Smart Public Safeand Responsknplementation
PSSC Workshop Outputs

Participants in te March 2017 PSSCNorkshop explored how the Public Safetylnteroperability
ContinuumNIMSandICS/ SSRSR (2 S@2f @St ii2e ¢ toadraviligNlippar8&6E A O { |
Participants firstdefined the focus area scope, mission statement, argbals They then identified

requirements existing resourcesand technology solutions to be adopted, and action areas for cities

ScopeandMission

The Public Safety & Response Focus Area team defined its scapedasitify the problem statements,
challenges, and solutions to existing governance, procurement rules, operating procedures, and
technology integration to provide fire, law enfernent,EMS 9-1-1 PSAPgovernment officialsandother
decisionmakers with better situational awareness tools and information before, during, and after daily
public safety incidestto maintain community functionsensure the public safety of city resids and

ensure the safety of first responders.

Its mission wadHelp first responderand smart city managensse technology, processes, and
collaborative data sharing and training to get the right information to the right people at the right time,
in the most actionable format.

Goals
Goals for the Focus Area:

1 Draftthe blueprint/playbook of guidance for cities to support improvements to situational
awareness to ensure a common operating picture.

9 Select a lead city to review and provide feedback on chaugé¢he draft blueprint/playbook.

1 Review the full listing of Action Clusters related to public safety and identify how Action Cluster
initiatives/projects can be replicable.

Goals for the Public Safe@lueprint

1 Developan inventory of assets (what does the community have and need).

1 Ensure the quality, integrity, and harmonization of data between agencies and first responders.

1 Support data analytics, utilization, visualization, and mobility to get the right informadidimet
right people.

1 Improve interoperable communications between agencies (including data, voice, and video
capabilities).

1 Support collaboration and coordination systems operating throughout the public safety incident
cycle.
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1

Assist public safety agenciasd community leaders in designing and distributing effective
public messages, public service announcements (PSAs), and best practices to ensure an
informed public.

City Requirements

PSSC articipants identified the following key requirement®m communiies for smart cityfor public
safety incident management

T

Technologyidentify ecosystem requirements to support l@halytics, visualization,
mobilization of dataincluding devices, software, and applications
CybersecurityDevelop principles for pretting 10T data and devices
Communications and DatéBupport the interoperability of communications and data streams
between agencies

0 Join standards that are currently uncoordinated

o Normalize data (e.g., CAD system)

0 Ensure the system is consistent amddable
Communications for ResponderSupport mission critical voice, including moving from old to
new technology
Communications for DispatciBupport an effective and enhaed dispatch systenNext Gen 9
1-1).
Include texting capabilities
Enable mangement of the many types of data coming into dispatch centers
Support a feedback loop to help citizens.act

o Incorporate needs of the end users
Communications for the PublicSupport public alerting systems (e.g., AMBER Alerts, geo
fencing)
Include citizn-facing platformsto enable public alerting to disseminate critical information

o O O

ExistingResourceto Meet Requirements

1

1

1

Policy and Procedures
0 Governance guidelines
0 Operating procedures for incident operations and management (8Iy1S)

GCT@ction Clustes and Community Groups
0 Projects for the public safety sector (e.g., for NGB active shooteninmanned aircraft
system$
0 Use cases (e.g., for cybersecurity)

Financial Models
o0 Grants.gov portal fofederal grant announcements
0 NIST Publi8afety Communications Research Grants (including the Prize Challenge)
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1 Partnership Models

(0]

PPPdocused on interoperable communications

TechnologiesSystemsServices and Solutions to Adopted

9 Information Technologies

(0]

O O O O

IoT solution components
Mobile solutons
Cogpnitive solutions
Cloud technologies
Social Media data

Video analytics solutions

 Communications

Landmobile radio (LMR) systems and upgrades
Satellite radios

Fiber retworks

Deployablesystem communications

Broadband and wireless

1 Mapping and Location

(0]
(0]
(0]

Geospatial information systems (GIS)
Automatic vehicle location (AVL)
Locatiorbased service (LBS) tracking for phones

1 Analysis

(0]
(0]

Visualization (e.g., user interface, user experience [UI/UX])
Data analytics (e.g., muithodal biometics)

1 Information Sharing

(0]
(0]

0 Realtime intelligence centers (RTCCs, RTOCs, virtualized intelligence centers)

Computeraided dispatch (CAD)
Fusion centers

91 Documentation

(0]

O O O 0O 0O o

Records management systems (RMS)
Digital evidence management

Shared portals

Microsoft Office360

Active Directory

Federated Directory

Master Name Indices

August 2017

18



Blueprint for Smart Public Safety in Connected Communities August 2017

City Needso Implement Smart Public Safety

Today public safety agencigsavemanyneedstoA YLX SYSy G | & { YI NIi WordgsaodpA O { | F
participants identified the following Kkeaction areas for cities:

1 Reform procurement rules and funding mechanistiassupport public safety technology
investment
1 Encourage culture change increase leadership and vision to implement technologies (a global
issue)
o Funding is needed for trainiran technology
1 Leverage lessons learndcbm major events to drive change (e.g., equipment modifications,
governance and operating procedures, and collaboration).
1 Focus on crosagency planning and collaboratiofe.g., establish working groups).
1 Identify the return on investment(ROI) for executing use cases and case studies.
o0 ROI analysis
0 Business plan
o Statementof benefit to the citizen
0 Return on citizen investment
o0 Economic development
91 Define the business cader investing in technologies.
o Encouage dual/multiple uses of technologies (emergency/fanergency, safety/non
safety).
o Define the safety casewill the technology help or hinder?
0 Leverage test cases to prove the technology and reduce risk of implementation.
91 Develop publieprivate partnerships
o0 Focus on crosagency collaboration and planning
0 Leverage the collaborative nature of jurisdictions
o Include elected officials, including the mayor, city/county commissions, and hoards
o Define the value propositiorof the technologyinvestment andpotential outcomes that
L2aAGA@Ste AYLI OO GKS 2dz2NAARAOGAZ2Y | YRk 2NJ S
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Il. Emergencyreparedness

This section addresses the integration of traditional public safety and response into the broader scope of
overall community preparedness, planning, and respolisieals with the development and coordination

of multi-team systems of emergency responseiagjes with supporting and secondary organizations that
interface directly with fromrtine responders during a disaster or civil emergency. Collectively, these
organizations occupy the inner and second circles of Figune fjage8, and constitute the combined
response capability of a community, jurisdiction, or region and may be augmented by additional resources
deployed through Emergency Management Assistance @otap(EMAC) with adjacent states or
jurisdictions or from federal sources, such as FEMA and other agencies.

For technology solution providers, this section provides insight into EM workflows and deutisiamg
priorities. Industry may better address EMauks by understanding the concepts, frameworks, and
language EMs useedhnology solutions shouladdressdentified gaps in a wagMs understand within

the context of the critical operations they manage. Therefore, this section begins with an overview of
emergency management models and best practices that will inform development of a shared language
for identifying and articulating fundamental EM requirements.

For EMs, this section provides insight into the relevant data, tools, and technology solutiiablavto
meet their needs and ways to effectively evaluate and integrate technologies and associated protocols.
Goalsinclude

1 Improve EM #&bility to evaluate andntegrate S&C@oT technolog into their emergency
preparedness, management, and respopsecesgst both for day-to-day operations (Blu&ky
days) andargescale, unusual emergencies impacting multiple syst&anayky days).

1 Enabletechnology solution provider® better understand and address EM neglsough
meaningful use casds/ preseting EMframeworks and language.

9 Suggest a collaborative, participatory process for design and integration of loT solutions
involving emergency management professionals, IT solution providers, and the community.

1 Provide examples of how existing 10T teclugis can help provide solutions to city challenges.

1 New vulnerabilities created by the connectedness of the previously unconnected.

Key Characteristics

In general, the whol®f-community approach begins to have impact with emergency preparedness and
management, where benefit from new technologies and their integration via advanced wireless networks
supporting deployed sensors and 10T is most easily aetiiéror preparedness, duase or multipurpose
technologies with utility in both Blu8ky and DarSky scenarios can achieve the greatest cost
effectiveness and potential for rapid adoption.

Key characteristics dhe emergency preparedness and managemeapproach to smart technology
solutionsinclude:
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1 More diverse opportunities for identifying and defining requirements to improve public safety
(i.e., a bigger markeplace) and higher likelihood that technologies can be adopted without
disrupting operatimal readiness of critical agencies and community functions;

9 Connection with critical infrastructure systems already undergoing fundamental technology
upgrades and transitions, including the adoption of higieed wireless networks, embedded
IoT sensors, da-mining and social networking platforms, resilient electrical grids, and general
access to commercial enterprises that support these systems;

1 Close relationship with both commercial and public research and development institutes, and a
willingness to aaept a certain amount of risk in technology investment; and,

1 Risk of developing or adopting systems incompatible with current systems used by first
responders and agencies or that require fundamental changes in operating doctrine or
procedures among thosegancies.

Integrating S&C@nd bT technologies into the emergency preparedness process brings opportunities
(such as better situational awareness) and complexities (such as increased volume and variety of data) for
emergency managers. As communities adsipiart technologies, they must rethink policies, operating
procedures, and interagency planning and communications for all phases of emergency management to
fully leverage new opportunities. Similarly, while tB& CC/loTechnical community has made sigoéit
advances in developing technology solutions, they must incorporate input and cesgesific validation

from emergency managers (EMs) and related personnel to fully meet user needs.

EmergencyreparednesModelsand Best Practices

Two current modet serve as sound examples of operational systems for organizing emergency
management and response structures: tieS National Response Framework and National Preparedness
System, and the internation@lluster Systermdopted by the United Nations. Bothpeesent best practice
foundations and a shared language for identifying and assessing emergency management needs, and may
be adapted for use iI8&CCor potential 10T integration and innovation. Successful smart technology
solutions will address specificeads jurisdictionanay have within these frameworks. In either case,
similarity with existing operationally tested frameworks is a virtue and should be pursuddsiand
international applications within S&CC to the extent feasible.

U.SModel

The U.S.National Response Framework/National Preparedness System (NRF/NPS) model establishes a
single, comprehensive approach to incident management withinut® The NRF is used to achieve the
National Preparedness Goal of a secure and resilient nation witteibabilities required across the whole
community to prevent, prepare for, respond to, and recover from terrorist attacks, major disasters, and
other emergencie$.

8 https://www.fema.gov/pdf/femergency/nrf/nrfcore.pdf
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The NPS preparedness cycle comprises the five key phases or mission areas of emergereynpsspa
and response: prevention, mitigation, response, recovery and protection. Within these phases are
identified analysis and assessment actions include:

9 Threat and Hazard Identification and Risk Assessment (TH¢RA&our step common risk
assessmentiocess that helps a community develop a comprehensive hazard catalogue for
threats and hazards of greatest concern, community defined desired outcomes, risk overview
with hazard profiles and estimated impacts, and capability targets. There are 24 righiese

1 Core Capabilities AnalysssCommunities engage in gap analysis planning efforts with
capabilities falling into mission are&#sAs gaps are identified, specific needs emerge.
Technology plays a role in helping EMs address these gaps withia eag@bility and across
capabilities and in performing consequence analysis.

Technology solutions and innovations may enhance risk assessment through data collection and
aggregation, modeling, predictive analysis, and dashboard views.

Figure6 shows the 32 core capabilities as they relate to the five mission areas of the NRF cycle. Hazard
analysis is key to overall preparedness goals; planning and public information and warrasganiated
with all phases.

Figure6: National Preparedness Cycle Mission Areas and Core Capabilities

Forensics and Attribution
Intelligence and Information
Sharing

Interdiction and Disruption
Screening, Search, and Detection

Infrastructure Systems
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Natural and Cultural Resources

Critical Transportation
Environmental Response/Health
and Safety

Fire Management and Suppression
Infrastructure Systems

Logistics and Supply Chain
WELEEEIGENT

Mass Care Services

Hazard Analysis

Prevention Protection

Preparedness
Recovery

Mitigation

Response

Planning
Public Information and Warning
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Interdiction and Disruption
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Cybersecurity

Physical Protective Measures

Risk Management for Protection
Programs and Activities
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Operational Communications
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9 https://www.fema.gov/medialibrary-data/8ca0a9e54dc8b037a55b402b2a269e94/CPG201 _htirag_2nd_edition.pdf
10 hitps://www.fema.gov/corecapabilities
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InternationalModels

When a largescale emergency occurs, the capacity of a city, state or national emergency management
infrastructure may be insufficient to handle the response alone. Therefore, in the international space,
when multiple organizations respond, effective coordination among response stakeholders is essential for
meaningful emergency management. Good coordinasitams from effectively involving multiple teams

and stakeholders and minimizing gaps and duplications in the response work across organizations.
However, the need of inteagency coordination expands to all phases of the crisis management from
preventionto reconstruction and it is the core of largeale emergency preparedness.

To address this complexity of coordination across the diversity of organizations involved (e.g.,
governmental vs. nogovernmental vs. voluntary), the domain expertise andsskéquired, and the
varied tasks, United Nations has proposed a Cluster Systesnshown irFigure?.

Figure7: UN Cluster System
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Emergency '&
Telecom-
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Nutrition
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Early
Recovery
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Water,
Coordination and Sanitation
Camp Management and Hygiene

11 https://www.humanitarianresponse.info/en/aboutlusters/whatis-the-clusterapproach
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Accordig to theUnited Nationdnter-Agency Standing Committee (IASK),primary goal of this Cluster
Approach is to strengthen systewide preparedness and technical capacity to respond to large events
or emergencies and to provide clear leadership and acdility in the main areas of emergency and
humanitarian crisis response. At thationlevel, ithelpsstrengthen partnerships such as with the NRF in
the U.S and the predictability and accountability of international humanitarian action can be better
understood with its help. By improving prioritization and clearly defining the roles and responsibilities of
humanitarian organizations, the Clust&pproach has common features and synergies to NRF and NPS.
The IASC guidelines and the UN Office of Cooiidimédr Humanitarian Affaitéemphasize:

1 Supporting service delivery by providing a platform for agreement on approaches and
elimination of duplication

1 Informing strategic decisiemaking for the humanitarian response through coordination of
needs assesment, gap analysis and prioritizatjion

1 Planning and strategy development including sectoral plans, adherence to standards and
funding needs

1 Advocacy to address identified concerns on behalf of cluster participants and the affected
population

1 Monitoring and reporting on the cluster strategy and results; recommending corrective action
where necessaryand,

1 Contingency planning/preparedness/national capacity building where needed and where
capacity exists within the cluster.

The Cluster Appro&icobjectivesare like those of the NRF. In addition, in the international disaster
response practice, the International Federation of Red Cross and Red Crescent (IFRC) Societies identifies
the following elements in its comprehensive disaster preparednéssegic practice® which can be

adopted in a proposed model for defining preparedness requirements in a smart city cdritputeg).

Figure8: IFRC Elements for Comprehensive Disaster Preparedness Strategic Practices

1. Hazard, risk and 2. Response 3. Preparedness
vulnerability mechanisms plans
assessments and strategies
4. Coordination 5. Information 6. Early warning
management systems
7. Resource 8. Public education, 9. Community-Based
mobilisation training, & rehearsals disaster preparedness

12]ASC Guidance Note on Using the Cluster Approach to Strengthen Humanitarian Response:
https://www.humanitarianresponse.info/systeffiles/documents/files/IASC%20Guidance%20Note%200n%20using%20the%20
Cluster%20Approach%20to%20Strengthen%20Humanitarian%20Response%20(November%202006).pdf

13|FRC Disaster Preparedness gulidig://www.ifrc.org/Global/Publications/disasters/all.pdf
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City EmergencylanagemenfNeeds and Resources

As emergency managers plan for and respond to emergencies, they see the need for smart technology
solutions to support all phased the NPS preparedness cycle or international preparedness models.

¢2 LINPOARS STTSOGAOGS aYI NI az2tdzirzya F2N SYSNESyC

values, priorities, processes, goals, and specific requirements that support them|laswee broader
ecosystem of resources available. EM goals may include: reducing overall risk, knowing hazard asset
impacts, automating awareness, and so on.

For example, emergencypreparedness andmanagement involves coordinating information and
professionals in a multeam response with complex interdependencies of communication. resource
sharing, and allocations to address any significant emergency such as an active shooter, terrorist attack,
highrise fire, and so on. The required mdtieny response demands enhanced situation awareness,
judgment, and decisiomaking providing an opportunity for 10T technologies to inform emergency
managers through redlme data collection and visualization as well as other potential capabilities.

While alljurisdictions prepare for emergencies, the level of smart technology integration in this process
depends on available resources, funding, experience, threats confronted, and other factors unique to each
community.

Requirements

Participantsn the March 2017 PSS@Vorkshopidentified the following keyequirements for technology
solutions for emergency management and preparedness

1 Shared Situational Awarenes3he need for common platforms and operating procedures for
all entities that share information anghrticipate in emergency decisianaking.

1 GovernanceThe need for a governance structure that defines smart city/IoT processes from
procurement through implementation and ensures accountable oversight.

9 Collaboration:The need to bridge the gap between kemlogists and public safety personnel
finding a shared language based on a clear understanding of requirements and priorities.

91 Data:The need for planners to access the right data and make it actionable for emergency
management and response.

1 Adaptation: The need to map solutions to existing emergency management frameworks and
adaidsSyasz NI GKRSINDL A2 ddaaAR yoasy S yR G2 | RFELIG (2

1 Planning:The need to scale response capabilities to meet emergendezhnology can enable
broader adoption. Scalability for scope and price in smaller jurisdictions is critical for broader
adoption and longeterm commercialization of technologies.

Participants o identified technology design, development, and integration processes to address
emergency management needs for:

w Modeling and simulation
0 Models for standardizing risk assessments and planning to:
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A Understand gaps in capabilities and resources agairtsingial threats
A Identify and prioritize threats and assess risk
A Identify and link preassessment interdependencies
0 Resilience mapping, gross modeling, and simulation tools
w CommunicationsRobust and interoperable systems and data that can lead to infoangdn,
along with more human expertise across systems
w Information sharing Fultscale situational awareness capable of integrating data from a broad
range of systems, including open data, @tyned 10T, smart buildings, environmental sensors,
and othersources.
w Participatory, collaborative design, and innovatiomvolving all stakeholders and community
members in design, development and integration of 10T technologies for emergency
management.

Resources

PSSC Workshop participants identified the following resources Ehs utilize for preparedness
Technology solutions can alstrengthenthe management and integration of these resources and their
accessibility to emergency managers.

w Planning Models an€apabilities
o0 Interoperable models and decision tools to enable:
A Regional, national and international planning and risk assessment
A Supply chain and logistics management
A Management of communications resources
A Postdisaster community recovery
w Partnership Malels
0 Mutual aid relationships
0 Integration of citizen resources, such as Citizen Corps Councils, Community Emergency
Response Teams, Medical Reserve Corps, Fire Corps, and Neighborhood Watch
w Personnel and Facilities
0 Local and regional governmeatned inflastructure
o Privately owned infrastructure (telecommications transportation, etc.)
0 Business, financial and economic resources
o Governance, community anchors, social services, and leadership

AdoptingTechnologysolutions to Address
Emergency Management blds

Priorities for technology solutions are focused on improving coordination among-teaiti systems of
responders; the integration of both public and private data and information into emergency preparedness
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practices (such as access and portabilityritfical medical data among patient populations), and similar
challenges that have legal, proprietary, and security barriers, as well as policy implications.

Technologyrequirement®evelopment Process

As smart technologies expand the range of availabta or EMs to make better planning and response
decisions, solutions must meet EM requirements for how that data will be synthesized and used. Can EMs
apply data within various forecasting models based on specific situations? Can they integrate different
elements and run predictive analysis? Is the data presented in a way that EMs and incident command can
effectively use? Do solutions enhance the effectiveness of-iatnd interteam communications and
response?

An important objective is helping technolpgroviders fully understand the complexity of emergency
response and the ecosystem of people, organizations, and resources involved so they can effectively
address these demanding situations with technology applications and IoT innovations. Involving
stakeholders in identifying problems and generating ideas, and enabling technology developers to
immerse themselves in EM roles, context, and workflow is critical to meeting EM needs with targeted
solutions. To articulate a broad process model that may congidal needs for emergency management,

68 YdzalG FTANBRG O2yaARSNI GKS 9aQa NBE{S FyR FOGA2Y 4

management for effective visualization and response Ggeare9).

Figure9: Emergency Management Smart Technology Solution Evaluation

What info does EM Can EM see the full Can EM effectively Can EM/Incident
need to prepare for and picture? How view and act on the command manage
manage emergencies? flexible is data given data? response effectively?

shifting needs?
Data Collection Aggregatio.n Situational Inform:c\tion

and Analysis Awareness Sharing

loT, environment, Data aggregation, Data views that Solutions supporting
weather, public health, associationand facilitate decisions communicationand
building systems, integration, and action for EMs, coordination of team
utilities, 911 calls, meaningful and dashboards, etc. and multi-team
resources, also risk flexible analysis, efforts, information
assessment and core predictive analytics handoffs, training,
capability data incident management
< Data Management, Security, Interoperability >

In this model, data management, security, interoperability, and other requirements such as reliability,
scalability, and availability are required throughout the ecosystem. Solution features such as plug and
play, multiple use, and ease of use are crittoacceptance.

Technologies should:

9 Draw upon data that can be acted on for emergency planning and response.
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Improve the handoff of information across systegiscluding addressing handoff issues
through simulation, training, and modeling.

Be based onen standards that enable interoperability for device interchangeability and data
sharing.

Leverage nofgovernment resources (e.g., business/community/region) and mutual aid (e.qg.,
human and material resources).

Leverage dual or muitise technologies whe possible for improving ROI (for more
information, seehe latersection ondSeeking G8enefitswith DuatUse Technologies

Provide user experience that meets sjfie public safety requirements in a range of
environments and use scenarios.

Provide adequate training to optimize use and applicability in a wide range of scenarios.

Aligning Technology Efforts with City Needs

To ensure technology efforts align witlityc needs, technology solution providers should work with
stakeholders to:

1.

Identify the problem to be solved within a recognized emergency management model, such as
NRF, considering direct and secondary consequences of an emergency (for example, a water
system failure impacts ability to fight fires) and the scope across phases from planning through
recovery.

Analyze available data and identify gaps in understanding or response. This may include an
assessment of hazards, consequence, cross agency needs/assdsis, impact analysis,
GIS/mapping, and other existing data modeling/analysis.

Identify specific requirementwithin core capabilities and gaps across the response spectrum
that loT/smart technology may address. This includes planning and respoaiseagd

technology needs analysis.

Address the problem by repositioning, improving, or integrating existing technologies where
feasible or innovating new solutions where necessary.

Explore multiuse cases for solutions, addressing one or more core céjpbdnd primary and
secondary benefits.

Identify funding opportunities that can support initial implementation and sustaining
operations.

Build standarddased solutions so that data is interoperable by default.

Applied Research and Development Process

One model technology providers may consider is the applied research and development process for
engineering smart city solutions, which incorporates a wsitered or user experience (UX) design and
research approach. This is an iterative, progressivd, agile fourphase design process applicable for
generating, refining, and scaling emergency management loT solution$gbixl on page33).
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1 Research and AnalysgsElicits collaborative analysis and city assessment with citizens and
stakeholders to establish a common vision for smart city innovation. This UX design process also
permits emergency managers to work from established processes and frameworks familiar t
them so that technology developers can intersect in this process to target their needs for UX
smatrt city systems.

9 Ideation ¢ Establishes a collaborative design process with citizens and stakeholders to elicit
multiple perspectives on the problem, gea¢e multiple design ideas, and prioritize and clarify
the behavioral or performance targets aligned with meaningful data streams for smart city loT
innovations.

1 Refinementq Advances the generated prototype through establishing contextual relevance and
usability via lab and field testing of the prototype, progressively refining and evolving the
innovation, and establishing and expanding targeted metrics and measures to better determine
return on investment or impact.

1 Solutiong Incorporates methods tononitor and report out the initial design strategy as well as
impact for learning about how the smatrt city solution was adopted, adapted, and integrated
GKNRdzAK2dzi GKS aeaasSvyo ¢tKA&d LKIFIaS OFy RSTAYS
well as provide impetus for empirical investigation of the use, impact, and scaling of the
innovation.
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Case Study: Multiteainteraction and Training of Ciide Emergenc)
Management

Identified Gap and Solutionin a citybased emergency or disaster, ltiple teamg including emergency
operations, FEMA)epartment of ldmelandSecurity, law enforcement, EMS, fire and rescue, and hospital
trauma teams must work together in a coordinated response. However, these teams rarely train togethe
Key to designingn effectivemultiteam smart 10T solutiofis understanding the impact of cretesam
AYUSNI OlAz2y I yR f S| NlAdogdintefadli@ny as padt lof ¥ larged ofigds dydtetn. NB

To address this gap, Smart Emergency Medical Team Trainingpledeln 10T system to improve the capture
analysis, and visualization of mobile behavioral data from proximity sensors worn by individual team mer
engaged in a mukieam, live simulation context. The objective was to identify and uncover important
individual, team, and croggam behavioral data and patterns (e.g. response time, proximity to the patient
and, activity of individuals, teams, and representative of the overall multiteam system, etc.) to improve
experiential learning during the debrief frocrossteam interaction in high fidelity simulation training. The go
is to improve patient care, cro$sS 'Y O22NRAY Il GA2y yR OAl& aSNWBAO

The lterative user experience (UX) design and research process included:

1 ResearchThrougha multiteam training effort focused on extracting, treating and transporting a patie
quickly to the hospital emergency room, the research team closely examined, generated, and eval
best practices in emergency management, response, and healthcaigidiss to understand the
O2yGSEG YR LINRPo6fSYa GKNRdzZAK GKS dzaSNBRQ SELXS
RSOSEt2LISR® 'y | IAfST FEtSEA6ES |- RS&aAIYy LINEC
and risk assessments.

1 Analysis.Researchers conducted multiple, detailed investigations and observations of relevant use
processes in live simulations within and across teams to determine target audience(s), system
requirements and to model usage, tasks and informatiow flThese provided the basis for user
requirements for the system.

9 Ideation. The refined design goal, drawn from data analysis and generated design modetirecssd
at improving coordination, situatical awareness, learning and performance of theltiteam system.
The process strives to uncover the system requirements to iteratively design a systeat team
YSY0oSNBQ dnzhelise Gheeliteratide design cycles continued in the development and
integration of existing sensors and custonomfiation systems toward the goal of visualized
heterogeneous data sources (e.g. biometric body worn sensors, proximity beacons, 911 dispatch,
GIS, and social media digital data) to provide information on inflection points between thertéams
example when the patient is handed off from the EMS to the hospital trauma bay team.

1 Refinement Refining the prototype represents the hard work of bringing an idea to life, progressive
testing it through solicitation of targeted feedback and continuafiprioving it through 1) progressive
prototyping, 2) deploying, testing and evaluating the system and 3) adopting participatory design.

9 Solutions The solution generated throughléXdesign and research process joins end user experiend
and knowledge with aesign and prototype based on rich data from the context of use. The solution
improved ecological validity and is tested in context, thus demonstrating improved opportunities to
transition and scale into other environmenté/hile still in developmenthe projeciQ igerative
prototyping with a participatory design process has garnered interest @thier cities and expanded in
scope Deploying an early 10T solution prototype with iterative cycles of improvement permits other
to consider theadoption, adaptation and diffusion of similar systems in their local contexts as well a
provided additional input on the design and use
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Seeking G8enefitswith DualUse Technologies

During an emergency, time matte Smart systems/IoT solutionsan bring information to decision
makers faster and with more fidelity than ever befpexen when those systems are not purpbsdby
designed for emergency management. Cities and technology developers can tap into this potential by
considering the cdenefits toemergency management within their existing portfolio of systems and
products. Systems designed for building security, energy management, and water/wastewater
surveillance all have the potential to guide better decismaking during an emergency with |t
additional costs.

As an example, many local jurisdictions use city buildings as sites for providing emergency shelter for
displaced residents when their homes are not habitable following an emergency. During a large
emergency that includes power outagjeroad closures, and other impagciscal jurisdictions must send

out a representative to each potential shelter site to confirm that the facility is running, on primary or
generator power, and the IT connectivity necessary to support operations. Toisnatfon gathering
requires time and slows the response.

At the same time, many jurisdictions are automating their building systems through sensors and other
smart technology. The primary benefit of the system is to save operating costs, extend thethibsef
building systems, and reduce energy consumption. If these smart systems are already linked back to a
central system for daily operations and management then that information can also lead to faster
decisionmaking during emergencies. In our examjiflehe building sensors show that the building is on
primary power with adequate IT connectivity, it allows decisioakers to select sites for emergency
sheltering without sending a staff member to the site to evaluate it. This saves staff time and tiow
shelter to open more quickly.

GuidingQuestions

ForCities

1. Has the city identified and prioritized key threats/hazards?

2. Has the city identified key capability gaps and requirements?

3.2KFG FNB GKS OAdeQa (2L SYS NBRYehe Matioidl ISY Sy i
Preparedness cycle do these occur? Where, when, and how does the city most need help?

4. What information do city emergency managers need for preparedness? How should data be
organized and analyzed to support emergency managementesmbnse? How should data be
accessed for effective emergency management decisiaking and coordination?

5. After initial emergency response, what are secondary or other related needs of the city?

6. Who are the different users of data from IoT solutions arfhinsystems/platforms can be
leveraged? Do we need to innovate (new technology), integrate (existing technologies),
repurpose (leverage deployed technologies to meet new requirements)?
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What current or future loT/smart solutions can support city emergenapagement and
secondary needs, when in the cycle, how, and to what degree?

What are the best current options for my city given available resources?

What resources are available to obtain and use the solution? (capital and operational funding,
personnel, taining, etc.) What additional resources are needed now and in the future?

10. What is the plan to sustain technology development and use into the future?

For FirsResponderand Response Agencies

1.
2.
3.

Based on the THIRA, what are the region's/community's keyate/hazards?

Have responder agencies identified key capability gaps and technology requirements?
What information do First Responders and Emergency Managers need require, and when do
they need it? How should data be organized and analyzed to supporigemey management
and First Responders? How should data be accessed for effective emergency management
decisionmaking and coordination?

After initial emergency response, what are secondary or other related needs of Emergency
Management and response agerg®e

What data from loT systems/platforms can be leveragennprove situational awareness and
decisionmaking? Must new technologies or applications be develppedan existing
technology systems be more useflithfegrated to meet new requirements)?

ForTechnologysolutionProviders

1.

Does the technology solution adequately reflect an understanding of what city EMs need at a
situation-problem level?

What specific threats and core capabilities does my solution address?

How and at what point in an emergendoes my solution help? (In preparation, protection,
mitigation, response, recovery phases?)

Does my system design meet industry standards, best practices and public safetyezrathd
responder requirements?

Is the solution closed or opehow adaptablescalable, replicable, cosffective, easyto-use is

it?

What additional/secondary benefits will the solution provide to city? How can the solution be
applied to address broader city heeds? (such as resilience, economic development, public
health, commurty engagement, etc.)
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Tablel: AppliedResearch anDevelopmenfrocess; Questions and Methods

Research and Analysis

Questions

f

What threats and hazards (from THIR
process) are of greatest concern for
our community?

What are the relevant gaps and
problems in our city and specific neec
aligned with mission areas (e.qg.
prevention, protection, mitigation,
response and recovery)?

How do we characterize or frame the
problem with EM stakeholders and
community members?

What are citybased networks,
systemic, cultural, and social influenci
on problem?

What is the ecosystem of
organizations, people, activities and
places relevant to the identified
problem?

Who is the targeted audience(s) for tr
smart city system?

How to build alliances/working/design
groups, advocacy and trust for new
ideas inthis city?

What information can be gleaned or
adapted from research, applications, |
other cities?

How to connect gaps in capabilities
and resources to potential threats for
our city?
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Ideation

Questions

1 How to include community members
in a collaborative smart city design
process?

1 What functional requirements fall
from the integration of information
from research and analysis?

I Howcan we generate multiple ideas
based on targeted needs and
requirements?

1 What relevant behaviors, workflow,
learning or performance targets are
actionable for the targeted system
innovation?

1 What are the relevant physical,
contextual or ambient interaction
among people, devices, and tasks
given the targeted communication,
data, and/or information sharing in
this context?

1 What are functional segments of the
design for relevant user tasks and
how can these be integrated into a
holistic system design?

1 What types of interactions are
relevant (e.g. physical, movement,
gesture, biometric, sound, etc.)?

1 How are specific requirements
integrated into a holistic system to
address the identified need?

Refinement

Questions

1

Is the enacted system usable
and relevant to users,
stakeholders?

How can we evaluate the
prototype?

Howcan we progressively
iterate from proofof-concept
to iteratively build and refine
the system?

What elements of the system
should be refined,
eliminated, or revised?
What citylevel ROI,
measures, or metrics are
applicable?

What are the system levers,
drivers, or outcomes that can
demonstrate impact on the
city problem?

What city impact or system
effectiveness can be
determined?

How to grow and scale the
system?

August 2017

Solution

Questions
1 How to monitor and report on

strategy and results of EM loT
solution?

What facbrs may influence the
adoption, adaptation, and
diffusion of this system?

How does the system mutate anc
evolve based on targeted use?
What are incentives for sharing
ideas and reuse?

How does the new system
influence the quality of life of
citizens?

Whatnew problems or issues
emerge?

What policies and cultures shape
citizen use or notuse of the
system?

What are mechanisms for sharin¢
data, models, software, hardware
etc.?

What is the business value of the
system?

How can we empirically
investigate thempact of the
system?

How does social network activity
change before and after the
system implementation?

33



How to identify and link pre
assessment interdependencies?
What is theassociated UX Smart City
design goal, associated users and
metrics that can define success for th
system?

What data streams are actionable (an
in what ways) for the identified city
need?

Can we meaningfully integrate
multiple data streams to inform the
problem?

What are current communication,
data, and information sharing
systems?

What are possible future systems
based on identified needs,
applicable/potential data streams and
available loT/smart technologies?
What use cases or user stemyaps
may be coneptualized that
demonstrate value of this system for
our city?

Methods

=2 =4 =4 4 A 8 -8 -9

THIRA assessment

Core capabilities analysis

Analysis of smart city readiness
Service ecology @cosystem mapping
Planning and strategy development
Identify stakeholders and networks
Needs assessment/gap analysis
Problem definition
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il

What analytics or data streams can
align with performance, behavipor
learning to measure improvement?
What is the connected device
infrastructureginput and output of
information flow?

How can we physically model and te
parts of this system and iteratively
evolve the conceptual design?

How do we narrow focus to gerege
ideas for a system pro@adf-concept?
What are the usability and aesthetic
design considerations of the system’
How can we create a coherent desig
across devices or contexts?

What are considerations for interface
and visualization of actionable data
(input, screens, displays, etc.)?

How is the system especially
applicable for this city?

How can data streams be integrated
and interoperable?

Methods Methods

9 Participatory Design 9 Iterative feedback on

1 Requirements analysis conceptual design

1 Cognitive task analysis 9 Citizen critique

9 Identify workflow, learning and/or 9 Cognitive walkthroughs
performance targets and outcomes  § lIterative field testing of

1 Network, system flows and feedback prototype
loops 1 Hardware engineering and

9 Framing and reframing problem testing

9 Idea generation 1 In-situ product testing

1

August 2017

How to scale innovation in the
system?

Methods

= =4 4 A4 -—a A

City-level reporting of impact
Perceived value of system
Performance analysis
Qualitative Research
Quantitative Research
Social Network analysis
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9 Define smart city design goals, metric
and targets

Modeling workflow, interactions,
communications, data flow, etc.

Evaluation methods such as:
feasibility testing, pilot

1 Personas 9 Designinforming models; testing, usabilitytesting,
9 Prioritization of needs environment, social and process flov expert review, formative
9 User Experience (UX) Design Inquiry models evaluation
1 Contextual inquiry and analysis 1 Generative design methods Determine relevant applied
1 Comparative analysis sketching, storyboarding, user and empirical research
1 Bottom up/top down work flow journey mapping, etc. methods such as:
analysis 1 User walkthroughs observation, video analysis

1 Surveys 9 Heuristic evaluations Identify metrics and
1 Observation/Focus groups 1 Expert Panels outcomes at various levels o
1 Interviews 1 City visits city system
91 Benchmarking 1 Modeling Document design reviews
1 User Journeys or stofyapping 1 Simulation Iterative and agile revision
M Use cases 9 Best Practices generatio
9 Case studies 1 Technical workshops

9 Iterative design

1 Engineering infrastructure diagrams

Adapted from:

—

with available internetenabled
devices and data streams
Prototyping

Alignment of behaviors and
performance outcomes with data
streams

Design reviews with citizens,
stakeholders

Ratti, C. & Claudel, M. (2017) The city of tomorrow: Sensors, networks, hackers, and the future of urban life. New Héalenl@iVersity Press.

Townsend, A. (2013). Smart Cities: Big Data, Civic Hackers, and the Quest for a New Utopia. W.W.Qtonijosns.

Hartson, R. & Pyla, P.S. (2012) The UX Book: Process and guidelines for ensuring a quality user experience. NewrWdkg&s&aafman.

Rowland, C., Goodman, E., Charlier, M., Light, A. & Lui, A. (2015). Designing connected produdisKUX fo®2 y 8 dzZ¥Y SNJ Ay G4 SNy S 2F (GKAy3aad /I Yo N
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lll. DisasteiRecovery

This Focus Area oféhSmart Public Safety initiative descrilpanningconsiderations foresearch and
developmen (R&D) to enhance the ability 8mart& Connected Commitiesto efficiently manage the
recovery of community functionand restoration of economic and social stabifityjowing regional or
large-scale dsastersand civil emergenciedVhat distinguishedisasterrecoveryfrom response described

in previous sections is thaecoveryis principally concerned with the identification, mobilization, and
employment of community and private sector resources, rathenttiase of the professional responder
agencies. In podlisaster recovery, the responsibility for restoration of critical infrastructure systems,
continuity of governance and community services, and the recovery of economic stability and commercial
activity regs largely on local government agencasl the civil population, itself. And unlike professional
emergency response agencies, local government, the private sector, and civic leaders have limited
opportunity to conduct training or coordinated exercésen community recovery, outside of continuity of
operations planning within their own organizations.

Key Characteristics

The recent publication of the National Disaster Recovery Framework (FEMA 2014) has begun a process of
"operationalizing” the whole afommunity approach that is fundamental to the recovery of a community

after a disaster. However, the NDRF is a strategic document and provides little by way of actual guidance
for community organization or planning. Specific characteristics of this amard¢hate to technology
development and the application of smart city applications:

9 Disaster Recovery is a new opportunity (i.e., a market) for technology development and
integration. Public officials and private sector decisiakers currently lack theettision
making aids, data sharing networks, and operational protocols already in use by first responders.

i The Disaster Recovery area is amenable to research, technology development, and pilot testing
unencumbered by the requirement for 24x7 readiness tteeponse agencies must maintain.

1 However, there is little opportunity to conduct operational testing or piloting of recovery
technologies or methods, since any operational employment will likely be under the most
strenuous and critical of circumstancéskewise, there is little documented experience to draw
on for guidance or comparison.

1 The development and integration of technology systems or applications relating to disaster
recovery will necessarily require compatibility with legacy systems of emeygaanagement
and first responder agencies, which play an active role in coordinating the transition from
disaster response to recovery, and continue to public safety functions alongside agencies
involved in the recovery of community services and pulafety infrastructure.
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Approachfor DisastelRecovery in Smart and
Connected Communities

As described in the two previous sections, the areas of Public Safety and Emergency Preparedness
principally involve professional disciplines of law enforcementsffglting, EMS, and search and rescue

that have specialized equipment, communications devices, vehicles and transport, and personnel
protection equipment (PPE). These professions are supported by dedicated industry and commercial
partners, and guided by pre$sional, fraternal, and trade associations that define requirements, establish
professional standards, and provide oversight in R&D and test and evaluation (T&E) of technologies and
equipment. Within the last two decades, there has been a similar evalitiprofessionalization and the
application of specialized technologies for Emergency Management and EOCs, particularly in the areas of
information display and decisiesupport, geographic information systems and comptliased mapping,

and improvementsri connectivity and data sharing between operations centers and units in the field.

In contrast to the other sectors covered in tiB$ueprint Disaster Recovery is largely the domain of
authorities not specially trained in emergency proceduregligaster management, such as local and
regional governmental authorities, the commercial sector, and the civil population itself. Unlike
preparedness and response that are covered by NIMS/ICS, disaster recovery is guided only by the National
Disaster Recary Framework (NDRF) published by FEMA in 2014, ten years after NIMS/ICS was adopted
by the first responder community. While the NDRF provides a conceptual framework and planning factors
relevant to community recovery efforts, the document does not proaddoctrine or methodology for
community recovery efforts in the same way that NIMS standardizes disaster response and coordination.
Disaster recovery is the responsibility of the community at large, for whom there is no current process
grounded in decadesf professional experience, documentation, and lessons learned.

Disaster recovery is an emerging discipline in the field of emergency management, and at this point is the
least mature of the five functions of the incident management cycle (preventiortegtion, response,
recovery, and mitigation). As will be described in the next section on City Resilience, capabilities for
effectively managing disaster recovery would contribute significantly to the overall resilience of a city or
region. An effective, ioven strategy for disaster recovery is thus one of the unmet needs in community
resilience implementation.

Figure10 illustrates the timeline for disaster recovemnyhich can stretch from weeks into years, and
remains the purview of the community, local government agencies, the private sector, and the affected
population. Dedicated resources to restore normal community functions like school systems, the medical
and public health infrastructure, the commercial sector and employment and tax bases are lacking.
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FigurelO: National Disaster Recovery Framewtarieline for disaster recovery

NATIONAL DISASTER RECOVERY
FRAMEWORK (NDRF)
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Of greater significance than the lack of formal doddriis that no training program or certification process

exists for the local government officials, community leaders, business owners, or citizens who suddenly

find themselves in the role of disaster managers during the recovery phase. Unlike profeagemzks

such as firdighting, law enforcement, or emergency medical services, there is no ongoing training
LINEINFY (2 K2yS LXFyyAy3a aiAtta 2N GOSNIATee || 02
the process and skills are acquirdd N2 dzZ3 K a2y GKS 226 GNIAYAyYy3IAEé | Y2y3
most stressful possible conditions. Traditionally, every disaster recovery executed by a local community

has been a oneff design developed by the community itself. An additional challengéddiestablishing

usable measures of effectiveness and metrics for determining which recovery approaches or strategies
deliver the most benefit at the least cost, in both monetary and social terms.

A second challenge in the disaster recovery field is pldlic officials and community leaders who must

recover a disasteimpacted community are rarely exposed to the challenges they will face in a disaster,

except when it is suddenly thrust upon them. The challenge is not simply in designing and testiteg disas
NEO2@SNE LINRG202fta |yR &A0GNIXGS3IASEAE odzi Ay YI1AyS3
immediate aftermath of a crisis, when city officials, department heads, economic development
organizations, noprofits and volunteers, and community leademust all determine the path forward

for restoring their damaged community, based on little or no prior experience in the task.

A useful approach for distinguishing the scope of emergency response from that of recovery is provided
by the Emergency Supgd-unctions (ESFs) and Recovery Support Functions (RSFs) established by DHS
and FEMA and articulated in the National Preparedness Goal and National Disaster Recovery Framework.
The ESF and RSF models describe a set of core capabilities and competenoézgency response and
disaster recovery (15 ESFs and 6 RSFs). While these provide a notably federal perspective on the scope of
public safety, the ESF/RSF framework offers a useful structure for identifying areas of public safety where
research and devepment of technology applications may achieve significant benefits for public safety
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and overall community resilience. Appendix A lists ESFs and RSFs and citations for the FEMA websites
where thedocuments may be accessed.

Figurell: Relationships between Emergency Support Functions (Preparedness and Response) and
Recovery Support Functions (Recovery).

The key challengdor ensuring capabilities for effective disaster recovery in S&CC is to provide
technologies that can support mukiigency, community level decisionaking and collaboration under
conditions when infrastructure systems are damaged or of limited availgkaind numerous priorities
compete forimmediate attention. Alanning assumption is that the NDRF/RSF approach should form the
basis for future disaster recovery protocols and technology development efforts.

The following section addresses considerasidor technology strategies to enhance overall City and
Community Resiliencavhichin turn, also serve to build capacities ftisaster response and recovery and
overall public safety.
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